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FOREWORD 



Jacqueline Ross 
Professor of Law 
University of Illinois 

Mike Bayer’s book, The Blue Planet: Informal International Police Net- 
works and National Intelligence, makes a powerful argument for why the United 
States needs to make better use of its federal law enforcement agencies abroad 
as an integral part of our national counterterrorism strategy. Bayer’s book criti- 
cizes the primacy of the military/intelligence model in our foreign counterin- 
telligence strategy, arguing that the counterterrorism role reserved for the FBI 
makes insufficient use of the global networking capabilities of our many other 
American law enforcement agencies abroad. Bayer’s book makes an important 
contribution to the literature on international governmental networks, such as 
the work of Anne-Marie Slaughter and Kal Raustiala, describing the unique 
ability that informal networks of cooperating law enforcement agencies have 
to collect information about local conditions and local communities that may 
prove crucial in identifying terrorist threats and preventing terrorist attacks. 

Bayer argues that such networks have proven immensely successful in 
investigating organized crime, but that these capabilities have been underused 
against international terrorist networks. By virtue of their omnipresence around 
the globe, police are “natural anticipatory collectors” of vast amounts of infor- 
mation. They are for that reason well-placed to detect suspicious activities — 
particularly given the overlap between terrorist cells and criminal networks. 
Law enforcement personnel have a unique ability to draw on trust and a com- 
mon culture with their counterparts in other countries, resulting in a regular 
informal interchange of useful information. Building on the work of Mathieu 
Deflem, Bayer recognizes the particular advantage that the police enjoy by vir- 
tue of their professional autonomy and relative independence from the cen- 
ters of political decision-making. The same forces that insulate them politically 
facilitate close, albeit informal, cooperation between law enforcement agencies 
from such vastly different legal systems as those of the United States, Cuba, 
China, and Indonesia. Informal police cooperation thrives because it benefits 
not only powerful countries like the United States, which depend on informa- 
tion flows from a large variety of cooperating countries, but also relatively weak 
police entities seeking to increase their professionalism and autonomy from 
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their own political centers. Given their special access to sources of intelligence 
not easily exploitable by the intelligence establishment, law enforcement agen- 
cies could play a much more important role than they currently do as full part- 
ners in a comprehensive American counterterrorism strategy. 

Embedded in Bayer’s argument about the power of international law 
enforcement networks is a powerful critique of the intelligence establishment 
and its approach to countering terrorism. Bayer identifies the mismatch of an 
intelligence strategy that is founded on a Cold War model which fails to dis- 
tinguish security risks posed by states from threats posed by terrorists. Here 
Bayer builds on the work of Richard Posner and Melvin Goodman. One symp- 
tom of this mismatch is the over-reliance of the American intelligence com- 
munity on the classification of intelligence, and its tendency to overvalue secret 
sources of information, in contrast with the relatively unfettered flow of infor- 
mation among cooperating law enforcement agencies. Bayer sees the tendency 
to over-classify intelligence as a form of turf protection by military and intel- 
ligence agencies, aimed to forestall feared encroachments by law enforcement 
agencies. Ironically, however, classified intelligence may be particularly prone 
to exploitation and manipulation by those with personal agendas, and more 
prone to leaks — in part because intelligence agencies enjoy less autonomy from 
political pressure compared to the relatively less centralized American law 
enforcement agencies. Thus, Bayer argues that consignment to less sensitive 
categories of classification may actually make intelligence safer, as evidenced 
by the success of the Witness Security Program, the security of which has never 
been breached, or the achievements of the Drug Enforcement Administration, 
based largely on informal, trust-based networks of international contacts. By 
contrast, classification of intelligence tends to defeat the free flow of informa- 
tion and impede its critical evaluation. Bayer illustrates these points with strik- 
ing examples of successful law enforcement cooperation that depended on the 
confidential exchange of unclassified but sensitive information. 

Like Deflem, Bayer argues for the importance of building international 
cooperation around a vision of terrorism as primarily a criminal phenomenon, 
closely linked to organized crime. Thus he questions the tendency to treat ter- 
rorism information as national security intelligence rather than crime data. 
Law enforcement networks enjoy unique advantages as investigators by virtue 
of their access to a variety of law enforcement databases, such as records of 
criminal histories and border crossing information. Their international pres- 
ence makes law enforcement agencies ideally suited to play a leadership role in 
the investigation and prevention of terrorism. Using examples drawn from his 
own wealth of experience with the State Department and Diplomatic Security, 
Bayer illustrates and documents his claim that terrorism is not only itself a 
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crime but also draws support from criminal networks and a range of criminal 
activities, including credit card fraud, visa fraud, arms smuggling, human traf- 
ficking, extortion, and bribery. Terrorists draw on criminal networks for their 
infrastructure and logistical support, and they also commit crimes to fund 
their terrorist activities. 

In this vein Bayer builds on the work of Jones and Libicki as well as Ludo 
Block, Rob McKusker, and Tamara Makarenko in criticizing the artificial distinc- 
tion between terrorism and organized crime. Law enforcement agencies have 
special techniques in detecting and countering these types of activities. They also 
have a greater local presence, better local knowledge, a special ability to generate 
cooperation by doing favors for locals (including national law enforcement agen- 
cies), and greater transparency and accountability than intelligence agencies, 
making it more likely they will gather information in formats and through pro- 
cedures that render it usable as evidence in a criminal prosecution. The author 
argues that the U.S. government can and should make much more routine use of 
its own overseas law enforcement capabilities to combat international terrorism 
and to assess the criminal activities that support terrorist activity. 

Bayer backs these arguments up with impressive examples of success- 
ful law enforcement cooperation that resulted in the arrest of a notorious arms 
dealer (by the DEA) and of Indonesian terrorists (by Diplomatic Security). 
Each of these examples involved the investigation of crimes such as visa fraud 
and arms trafficking that are typically associated with organized crime, but 
that led to the identification and arrest of terrorists. At the same time, Bayer 
shows that law enforcement agencies have investigative skills which transcend 
their expertise in making criminal cases, to wit, an expertise in conducting 
surveillance that has permitted American law enforcement agencies overseas 
to anticipate and prevent terrorist attacks on U.S. embassies and diplomatic 
personnel. Precisely because of their local implementation, law enforcement 
agencies can obtain intelligence in less targeted ways than their counterparts 
in the intelligence community, identifying persons of interests and a wealth of 
other preventive information (or “actionable intelligence”). For Bayer, informal 
links with national police abroad are the basis of this local presence, and the 
access it affords American law enforcement to information provided by coop- 
erating law enforcement agencies’ own informant base. Once police agencies 
have started to cooperate on common enemies such as counterfeiters, arms 
smugglers, and manufacturers of false documents, law enforcement has laid 
the foundation for successful cooperation against terrorists as well — particu- 
larly given the dependence of terrorists on weapons dealers, forgers, and other 
members of organized crime. 
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COMMENTARY 



Monica den Boer 

Academic Dean, Police Academy of The Netherlands 
Professor of the International Police Function 
VU University Amsterdam 

Under the shield of The Blue Planet, law enforcement professionals 
and academics will discover an intricate web of arguments and cases concern- 
ing the continuing need for informal international police networks. On the 
basis of his rich experience, Mike Bayer argues in an authoritative and per- 
suasive manner that the control of transnational organised crime and terror- 
ism can only be successful if informal information exchange is acknowledged 
as a necessary asset which can complement formal law enforcement bureau- 
cracies. Notwithstanding current developments in the direction of intelli- 
gence-led policing, Mike Bayer observes persistent myopia when it concerns 
conceptions about the separation between information and intelligence. The 
latter field of activity is steadily being cultivated as typically belonging to the 
realm of intelligence agencies and secret services. Hence, intelligence is often 
labeled as “classified” and not capable of being disclosed. 

As police officials have their grassroots in the local communities, they 
are in the position to sensor information which may be decisive when it con- 
cerns structural signs of embedded crime or ideological radicalization. Hence, 
by using the potential of community-based police officers, more effective and 
efficient use can be made of a huge reservoir of live information. Even in coun- 
tries where intelligence-led policing has become part and parcel of the daily law 
enforcement routine, creeping controversies thrive and turf battles are fought 
over intelligence priorities and protocols. Now that several Western European 
countries are heading for a multilateral style of policing — which embraces the 
idea that several public and private agencies should cooperate in order to maxi- 
mize their effectiveness — the question is whether hitherto erected firewalls 
between police and secret services will eventually be torn down. 

To underpin his argument about the need for more appreciation of 
international law enforcement networks, the author has found inspiration in 
recent theories concerning transnational governance, most of which empha- 
size the vast capacity for the formation of flexible epistemic and informa- 
tion networks. Notwithstanding the value of international law enforcement 
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bureaucracies — such as Interpol and Europol — informal networks remain 
essential for the daily business of transnational crime control. Future research 
will have to be devoted to questions concerning the good governance of inter- 
national law enforcement networks: despite their practical value, are they 
sufficiently accountable and do they generate reliable information that will 
lead to solid evidence in court? Can we make sure that police liaison offi- 
cers who work in a foreign jurisdiction abide by the rules of that jurisdiction? 
Are judges in national courts in the position to verify the sources of infor- 
mation that has been generated by informal networking? These are pressing 
questions which are frequently expressed by citizens and their parliamentary 
representatives. 

Polities like the European Union have discovered the rich potential of 
cross-border law enforcement networks and seek to encourage and facilitate 
direct information exchange between police officers through the principle of 
mutual recognition. While the prevailing practice is that nation-states con- 
tinue to claim sovereignty rights over international intelligence exchange, they 
realize they have to consider new avenues for settling their uncomfortable 
relationship with networked law enforcement cooperation. Very promising 
are the new networked type of intelligence architectures, in which intelligence 
from a range of agencies is shared, validated, and operationalized, under the 
regime of a joint protocol. Gradually, this may lead to the establishment of a 
series of good practices, which can be exchanged between law enforcement 
cultures across the “blue planet.” Bayers valuable book tickles and invites 
interested parties to reflect on future perspectives on the governance of inter- 
national police networks. 
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COMMENTARY 



Mathieu Deflem 
Associate Professor 
Department of Sociology 
University of South Carolina 

The contemporary dynamics of international cooperation in the areas 
of intelligence and policing work have historical origins that trace back to well 
into the 19th century. To be sure, the era of globalization that we experience 
today is unprecedented in intensity and scale, but it would also not be wise 
to view law enforcement from a historical viewpoint that would disregard the 
gains and pains in the development of law enforcement. Thus, Michael Bayer’s 
observations on the relevance of informal networks in international policing 
are all the more to be taken seriously because they are thoroughly rooted in 
the history of law enforcement and related security and intelligence agencies. 
Indeed, the development of a professional police culture, in which law enforce- 
ment is conceived in terms of efficiency considerations, may count among the 
most critical aspects of the historical transformation of policing. Informalism 
in police work, therefore, is not just something to be taken at will; on the con- 
trary, it is framed in a long history of development. 

The role of informalism in international law enforcement activities is 
heightened at times when international crime problems have moved to the fore- 
ground. Since the events of September 11, 2001, our world cannot be thought 
of outside the concerns posed by terrorist organizations and individuals. In 
this fight against terrorism, which is no doubt to be approached from various 
perspectives, it is clear that the role of law enforcement has grown consider- 
ably in recent years. It is, however, equally to be observed that the part played 
by law enforcement institutions in the broad constellation of counterterrorism 
has not yet been sufficiently analyzed and understood. This relative neglect 
of the police function in counterterrorism is not only intellectually puzzling, 
but also shortsighted from a policy-oriented viewpoint that seeks to establish 
sound and effective strategies against terrorism. 

Institutionally, it is clear that the previous years of the “war on terror” 
have primarily involved a de-metaphorization to bolster the military approach 
to counterterrorism at the expense of other and alternative methods, including 
those devised by law enforcement. As the careful and sensitive study of Michael 
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Bayer shows, however, law enforcement institutions are not only useful but 
oftentimes indispensible in countering the terrorist threat of today. Unhin- 
dered by the restrictions that can mark formal collaboration across borders, 
informal international police networks can be most effective. At the same time, 
as civilian institutions, they also forego an enemy-oriented wartime approach 
in favor of a more permanent methodology aimed at tracking suspects. In view 
of the enduring nature of the terrorist threat, international police networks are 
no mere sideshow, but ought to be recognized as an invaluable resource. 
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AUTHOR’S PREFACE 



A fundamental doctrine of the United States is the system of checks 
and balances, a system wherein political power is dispersed among various 
governmental elements so that no particular interests or segments can domi- 
nate the government — or the people. One of the most strident criticisms of the 
former Bush-Cheney administration has been that in the time of crisis and 
immediately after, and in the years following the 9/11 terror attacks, execu- 
tive (presidential) authority had been greatly expanded during the strategic 
response to those attacks and was, according to some, abused — thereby skew- 
ing our revered system of checks and balances. 

Certain segments of governments are acknowledged to be tools of 
political power — particularly subject to political influences. In the United 
States the military is exceptionally susceptible to the political designs of the 
President and the administration because he is their direct-line Commander 
in Chief. It is also widely acknowledged that intelligence services are part of 
the political epicenter of governments, because they too are a vitally important 
direct-line tool of national leadership. As it happened, these are the two seg- 
ments of our government that benefited most, in terms of power, mission, and 
funding, from the prosecution of the United States’ Global War on Terrorism. 
In fact, it had been asserted by former Vice President Cheney on U.S. national 
television (FOX) that the war on terrorism was an effort to be waged by the U.S. 
military and the U.S. intelligence services and not law enforcement. 

This book maps out how bureaucratic maneuvering in the aftermath 
of 9/11 led to the U.S. military/intelligence apparatus assuming primacy and 
garnering near exclusivity in the international aspect of U.S. counterterrorism 
policy. This ultimately resulted in the fundamental exclusion of some of the 
most powerful components of the vast international resources at the fingertips 
of U.S. law enforcement. 

The book argues that allowing this to happen was a big mistake — and 
an unnecessary one at that. The existing networks of international law enforce- 
ment are powerful in their own right, but globalization and concomitant 
worldwide reconfiguration of national sovereignty have greatly empowered 
inter-governmental networks (such as those of international law enforcement). 
This book asserts that law enforcement is especially conducive to the advan- 
tages afforded to international networks because the “culture of the badge” 
provides an immediate basis of trust and commonality to build upon — a com- 
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monality that can transcend borders, politics, religion, ethnicity, and other cat- 
egories of segregation. Furthermore, some international policing scholarship 
asserts that law enforcement entities seek their own autonomy away from cen- 
ters of political power by striving to find better, more efficient ways to serve the 
state and the public (corruption influences notwithstanding) and in so doing 
are given the leeway to do so. One way they do this is by engaging in informal 
means of doing business — seeking one-on-one interaction with foreign coun- 
terparts rather than going through multiple layers of bureaucracy and govern- 
ment. Those who work in international law enforcement understand implicitly 
and explicitly that using informal networks is how most international police 
business is accomplished — especially in this day and age of e-mail and cell 
phones. 

But it is not the power of the network alone that brings value added 
to transnational policing. It is the sheer volume of numbers of police that are 
dispersed throughout nearly every nation in the world — and who live and 
work at all levels of societies, from the back alleys and villages from where 
terrorism breeds to the wealthiest levels, from where political/religious terror- 
ism is financed. It is the numbers of police combined with their mandates to 
gather and acquire information — whether for investigative or public security 
purposes. Police have always had a vested interest in gathering and tracking 
information about local troublemakers and criminal activity in order to main- 
tain public order and, as such, are a natural resource of acquiring terrorism 
information — particularly in regard to cells which might be financing or oth- 
erwise supporting operations through criminal activity. It is the ability to con- 
duct their business among multiple levels of societies and within populations 
at large which makes international law enforcement very likely the largest and 
most potent counterterrorism network on the face of the earth. Hence, the title 
of this work — The Blue Planet. 

The worldwide network of police is a formidable asset — made even 
more formidable by the investigative and arrest authorities bestowed upon U.S. 
law enforcement and its foreign counterparts. This book will demonstrate that 
the willful disregard of such a spectacularly valuable asset was not only fool- 
hardy, but also served to deny the American public the measure of national 
security they would have been entitled had the process been honestly bro- 
kered and strategically considered. Instead, in spite of the best of intentions, 
the parochial interests of the most powerful agencies prevailed at the expense 
of our own citizens. 

Police can and do cooperate with one another internationally to com- 
bat transnational crime. Organizations such as Interpol and Europol exist for 
this purpose — but those organizations, while valuable, bring with them the 
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burdens and inefficiencies of their own diplomatic formalities, rules, regu- 
lations, and procedures along with the accompanying bureaucracies of par- 
ticipating member governments. Informal policing has been around for even 
longer than formal arrangements, and evolved as an efficient means to deal 
with the internationalization of crime. Transnational terrorism is an extreme 
form of international crime, but it is very often supported by other types of 
organized criminal activity such as drug trafficking, weapons trading, and doc- 
ument fraud. 

One of the main objections from abroad of the U.S.’s conduct of the 
war on terrorism has been the perceived disregard for the “rule of law,” particu- 
larly among our European allies. While some critics might find the worldwide 
unification of law enforcement cause for concern, this work will argue that the 
potential for human rights abuses are far more likely under war conditions and 
intelligence operations than by globally enabled police. While the potential 
for human rights abuses certainly exists, national law enforcement elements 
respecting their own “rule of law” and the laws of counterpart nations will find 
the means to cooperate within existing legal frameworks. This work will also 
argue that international police cooperation is one way that weak nations can 
serve to build their own governmental infrastructures and contribute in a posi- 
tive way to international relations. 

There will be those who will assert that the current manner in which 
the United States deals with gathering terrorism information from our pres- 
ent intelligence posture provides adequate worldwide coverage of the problem. 
But even a cursory analysis of the numbers of sources available to worldwide 
police networks versus rational estimates of intelligence assets will show those 
assertions to be implausible. 

There are also those who might argue that international police interac- 
tion is problematic because police are an instrument of force and are endowed 
with powers that can be abused. This concern is valid in that abuse of police 
powers can readily impact human rights. The idea of informal international 
police relationships that are unregulated and therefore lack accountability can 
seem a slippery slope. However, the trend since 9/11 has been to attempt to 
integrate law enforcement with functions of intelligence services — as what 
occurred in the United States with the FBI. This linkage is gaining acceptance 
and is being implemented throughout Europe but it is implicitly far more slip- 
pery. The intelligence service/law enforcement dichotomy is primarily one of 
legal versus extra-legal constructs. Intelligence services are extra-legal forces 
unconstrained by legality and matters of sovereignty — and they too can be, 
and often are, instruments of force. When the two are integrated, the idea of 
rule of law becomes moot because of the extra-legal prerogatives of intelli- 
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gence services — “poisoning” the law enforcement function and therefore the 
rule of law. It is no coincidence that one of the hallmarks of a police state is the 
convergence of the legal policing and extra-legal intelligence functions. 

Law enforcement, on the other hand, is legally sanctioned and gener- 
ally permitted to exercise its authorities for the benefit of the greater good. This 
work advocates solely for the legal and legitimate exercise of the rule of law 
through international police cooperation, whether through formal channels 
or through the much more powerful and effective informal networking. If a 
nations laws forbid informal police cooperation, so be it. But national govern- 
ments should recognize the positive role that international police cooperation 
can serve — not the least of which is serving the right of the people (or the 
people of other nations) not to be exploited, molested, or harmed by external 
criminal forces. 

This book was not written with ill will toward any agency or govern- 
mental community. The people who work in our traditional power agencies 
are, by and large, dedicated public servants and are true believers in their 
ability to combat challenges to our national security. I am proud to call them 
friends and colleagues. The problem, however, lies in the nature of bureaucra- 
cies, the quest for funding and influence, and over-affiliation with organiza- 
tional cultures that foster a misguided sense of competition and exclusivism. 
This tendency, when combined with over-reliance on time-honored ways of 
doing business, organizational structures designed for different times and cir- 
cumstances, unimaginative strategic policy and leadership fixated on popular 
myths of what intelligence agencies are capable of, makes for a deadly combi- 
nation — especially when confronted by a strategically adept enemy that takes 
advantage of the rapid changes associated with globalization and advance- 
ments in technology and applies that knowledge toward attacking national 
infrastructure vulnerabilities. 

Eight years later we are still experiencing the after-effects of the 9/11 
attacks. When the consequences can be nuclear, biological, or chemical, espe- 
cially in these precarious times, can we afford to deny our public the benefits 
of such a powerful instrument of counterterrorism — the informal networks 
made available to U.S. law enforcement? 
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CHAPTER 1 

An Orbital View of the Blue Planet 



As the tragic events of 1 1 September 2001 recede into history, we are 
fortunate that since that day there has not been a significant attack on the 
United States, many of the original al-Qaeda hierarchy (and thousands of 
extremists) have been killed and captured, and terrorist plots in the United 
States, Europe, Asia, and Africa have been discovered and thwarted. Yet glar- 
ing uncertainties endure. Al-Qaeda remains active and, worse, many of the 
same problems and conditions that afflict the U.S. intelligence and security 
enterprise remain stubbornly entrenched. 1 

In their haste to respond to the events of 9/ 1 1 , the Bush administration 
and Congress acted quickly, creating in the process a jury- rigged, massive new 
Department of Homeland Security (DHS) and accompanying counterterror- 
ism strategic policy mishmash. 2 Under those challenging circumstances, it is 
not surprising that some viable strategies were pushed aside or inadequately 
considered. This study shows how one viable strategy — the law enforcement 
community’s use of its informal international intelligence networks to antici- 
pate, identify, and respond to counterterrorism threats in a detailed and tai- 
lored fashion — has been undersold and, in the end, neglected. 

A War of Words 

In the view of key observers, the U.S. government’s post-9/ 1 1 “Global 
War on Terror” has conferred primacy to its military/intelligence apparatus. 3 



1 "Today, we are still vulnerable to attack because — as on 9/11 — we are still not able to con- 
nect the dots.” The Markle Foundation Task Force on National Security in the Information Age, 
Nation At Risk: Policy Makers Need Better Information to Protect the Country (March 2009), 5. Also 

see: Amy Zegart, Spying Blind (Princeton, NJ: Princeton University Press, 2008), 13. 

o 

^ James B. Steinberg, Erasing the Seams: An Integrated, International Strategy to Combat Ter- 
rorism (Washington, DC: Brookings Institution, 3 May 2006), 1; Melvin A. Goodman, Failure of 
Intelligence: The Decline and Fall of the CIA (Lanham, MD: Rowman and Littlefield, 2008), 215; 
Zegart, Spying Blind, 172-175, 177. For a detailed critique of the convoluted formation of the 
Department of Homeland Security, see Richard A. Clarke, Your Government Failed You: Breaking 
the Cycle of National Security Disasters (New York, Harper Collins Publishers, 2009), 203-260. 

J Philip B. Heymann, Terrorism, Freedom and Security: Winning without War (Cambridge, MA: 
The MIT Press, 2003), 28. Heymann does not claim that intelligence is part of the concept of 
military primacy. The present author has developed the term “military/intelligence apparatus” 
from his interpretation of the work of Conetta, Goodman, and Flournoy and Brimley, whose 
works are cited below. 
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The present study begins from the position that this primacy has had the effect 
of limiting the formal U.S. federal law enforcement role in counterterrorism to 
what amounts to domestic security. U.S. federal law enforcement does play a 
significant international counterterrorism role, but primarily through border 
control systems, and formal protocols such as mutual legal assistance treaties 
(MLATs), memoranda of understanding (MOUs), letters rogatory, diplomatic 
notes, and agreements with international entities like Interpol and Europol. 
The Federal Bureau of Investigation (FBI) has taken a pro-active role interna- 
tionally but bills itself as a hybrid intelligence and law enforcement agency and 
indeed it is a formal member of the Intelligence Community. 4 This approach 
has some clear benefits in that it enables the FBI to officially interact with 
foreign intelligence entities, but it also has some drawbacks in that certain 
foreign law enforcement elements now identify the FBI as a full-fledged intel- 
ligence agency and harbor a strong reluctance to coordinate with it for that 
reason. 5 Regardless, as the FBI has aligned itself with the Intelligence Com- 
munity, and as that Community has asserted primacy on the international 
counterterrorism front, it will be clear from the present study that other U.S. 
law enforcement assets have been dissuaded from international activity — to 
the detriment of U.S. national security. 

This study will explain how this unfortunate state of affairs has come 
about, and how circumstance, earnest intent, agency power plays, and pre- 
existing legislation have combined to slow the development of one of the most 
powerful and readily exploitable of counterterrorism resources: the relation- 
ships and networks of the international law enforcement community. 

Since 9/11, the U.S. government has been trying to reinvent itself to 
cope with the problem of global terrorism (or global insurgency) as a threat to 
its national security and as a direct menace to its citizenry. In response to the 
attacks, and as a means to contain what they perceived to be a growing threat, 
the administration and Congress created the Department of Homeland Secu- 
rity, enacted the USA PATRIOT Act and related legislation, instituted some 
intelligence reforms, moved to enhance security at U.S. facilities abroad, drove 
the Taliban from Afghanistan, and invaded Iraq. The government also out- 
lined its national counterterrorism strategy in a series of formal publications. 



4 Federal Bureau of Investigation, National Security Branch, available at http://www.fbi. 
gov/ hq/ nsb/ nsb_integrating.htm. See also, Richard Gid Powers, Broken: The Troubled Past and 
Uncertain Future of the FBI (New York: Free Press), 429; original citation, FBI, The FBI’s Counter- 
terrorism Program Since September, 2001, Report to the National Commission on Terrorist Attacks 
upon the United States, 14 April 2004, 14, 37. 

c 

J This discomfort has been articulated to me on numerous occasions by foreign police con- 
tacts and by other U.S. federal law enforcement officials as I have carried out duties as criminal 
investigator and Regional Security Officer. 



2 



All of these measures, collectively, reflect national security policy. However, 
some powerful national agencies have managed to retain traditional positions 
of prominence when a fresh approach to international security relationships 
might prove more appropriate. A critical observer notes that, overall, the 
post-9/11 division of labor among government agencies largely perpetuated 
the allocation of powers and authorities that had evolved after World War II 
to wage the Cold War. 6 

The first order of U.S. post-9/11 business abroad, the initially success- 
ful rout of the Taliban in Afghanistan, set the stage for the preeminence of the 
military/intelligence apparatus in counterterrorism strategy. 7 The PATRIOT 
Act (2001) was designed to equip law enforcement (particularly the FBI) to 
deal with domestic threats - after all, the nineteen 9/11 hijackers had been 
living and plotting against us in our own backyard. The PATRIOT Act was 
also supposed to help break down the barrier between law enforcement and 
intelligence by dismantling the so-called “wall” that had long restricted law 
enforcement use of classified, intelligence-derived information for domestic 
criminal investigation or prosecution. But other factors operated to keep the 
wall standing in some areas. The Posse Comitatus Act (1867) effectively pre- 
vents U.S. military entities from engaging in domestic law enforcement. The 
National Security Act of 1947, which created the CIA, along with the Foreign 
Intelligence Surveillance Act of 1978, the Church/Pike Committee hearings, 
the Levi Guidelines, and United States Signals Intelligence Directives all effec- 
tively preclude intelligence agencies from conducting intelligence activities 
in the United States or targeting U.S. citizens. 8 The implementation of these 
laws has, in effect, demarcated the line between foreign and domestic intelli- 
gence — and has led intelligence and military agencies to think of the foreign 
domain as their “turf” because they are fundamentally precluded from serv- 
ing a domestic role. At the same time, law enforcement agencies have been 
restricted to the domestic arena. 

In the immediate aftermath of 9/11, U.S. military and intelligence ser- 
vices were invigorated and eager to contribute their particular talents toward 
the newest threat to our collective well-being — international terrorism waged 
within our borders. The nations “Global War on Terrorism” (GWOT) strategy 
was crafted to redirect the U.S. military’s resources toward the international 
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7 James B. Steinberg, Erasing the Seams: An Integrated, International Strategy to Combat Ter- 
rorism (Washington, DC: Brookings Institution, 3 May 2006), 7, available at http://www.bmok- 
ings.edu/papers/2006/0503terrorism_steinberg.aspx. 
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